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Inroducon
This invesgaon o Arizona’s voter rolls was prompted by a reques rom he Elecon Fairness Insue

Inc. Their reques was promped by research I have conduced in oher saes ha has ound:

New York: An esmaed 2 million illegal "clone" records, along wih our unusually complex and well-

hidden algorihms used in ID assignmen. These algorihms can predic voer saus, ideny clones,

reveal deleed SIDs, and add hidden atribues o records (Paquete 2023).

New Jersey: An encoded idencaon sysem ha ransorms and reverses ID numbers, poenally

allowing cover record idencaon (Paquete, in press).

Pennsylvania: ID numbers grouped by las digi prior o mapping o sae ID creaes added data channels

or poenally hidden atribues and record racking.

Ohio and Texas: Hidden atribues in voer records enable cover racking in populous counes.

Hawaiii: A agging mechanism on UUID numbers segregaed 10% o records, which have since been

deleed.

These ndings sugges he possibiliy o hidden atribues in voer roll daa elds, parcularly in unique

ideners like Sae ID (SID), Couny ID (CID), and Legacy ID (LID) numbers.

A undamenal rule o daabase managemen is ha all data should be transparent, traceable, and used

only or is inended purpose. The algorihms ound in various sae daabases violae his rule by

inroducing wha amouns o undocumened atribues ino he daabase. This makes i unraceable by

normal means and can enable manipulaons ha violae he inended purpose o he daabases.

This analysis is based on a version o Arizona’s voer rolls dated October 9, 2024.

This preliminary report seeks o ideny:

1. Paterns in ID number assignmens ha could encode addional inormaon hrough:
o Algorihmic segregaon o number ranges
o Sysemac caegorizaon
o Predictable sequences

2. Wheher such paterns, i ound, go beyond sandard ID assignmenmehods
3. Irregular records in sucien quanes o jusy cover racking

Noe: While all ID sysems use algorihms, his analysis ocuses on deecng unusually complex mehods
ha could be used o embed or organize inormaon wihin he ID srucure isel.



While me consrains preven a ull soluon o any algorihms ound (unlike in NY), heir presence and

capabilies can be demonsraed wihou complee reversal.

Inial resuls reveal a minimum o abou 590,529 cloned records in Arizona's current database, a

number sucien o jusy ID-racking algorihms. All o Arizona's 15 counes employ a complex

algorihm mapping VRAZ numbers to Regisraon ID (RID) numbers. Noably,Maricopa and Pima

counes, which ogeher accoun or 65.24% o all regisraons, have variaons no ound in oher

counes.

Data Sources and Processing

Database Files

Daa was obained rom he Arizona Secreary o Sae websie (azsos.nexreques.com) in 14 les:

• 2 PDF documens conaining daa documenaon
• 12 voer regisraon record les, organized by:

o Voer saus (Acve, Canceled, Inacve, Suspicious)
o Pary aliaon (Democra/Republican/Other) or Maricopa Couny only
o Geographic locaon: Maricopa Couny, Pima Couny, and wo combined les or smaller

counes (Apache-La Paz and Mohave-Yuma)

Inial Processing
All classicaons embedded in le names were preserved in elds when consolidaed ino a single

daabase. Approximaely 500,000 records were ound o have exac duplicaes, resulng in over 1 million

total records in his group. An SQL scrip idened and removed hese duplicaes, leaving only one copy

o each unique record. Afer imporng and processing or duplicae removal, 6,851,732 records

remained or analysis.

Clone Records

Clone/Duplicae disncon
Duplicaes are records idencal in all elds. The "Original" is he rs record in any maching group, while

"Duplicaes" are addional idencal records o be deleed.

Cloned records, like biological clones, can dier rom heir original ye share core idenying rais. While

clones may vary in many elds, hey share enough personal idenying inormaon (PII) o srongly

indicae hey represen he same person. Each clone has is own voer ID number, allowing i o uncon

independenly in he vong sysem. Under HAVA Secon 303(a)(1)(A), each voer should have only one

"unique idener" in he sae sysem. Having mulple voer IDs or he same person creaes illegal

mulple regisraons ha can be used independenly, unlike harmless duplicae records.

Legal Context
New York law esablishes a specic mehod o preven he creaon o duplicate records: regisraon

applicaons mus be checked agains exisng records using rs name, las name, and dae o birh.

When hese mach, urher vericaon using driver's license or las our SSN digis is required. I one o



hese also mach, processing a new regisraon wih a dieren voer ID would violae ederal and sae

law. While his maching proocol is designed o preven duplicae records, i would also preven clones.

The presence o numerous clones in sae daabases indicaes non-compliance wih hese requiremens.

Clone Deecon Mehodology

Arizona's voer daabase provides birh year (no ull birh dae) or maching voer records. Three
maching mehods were used o ideny clone regisraons:

1. Firs Name + Las Name + Birh Year
2. Firs Name + Las Name + Middle Inial + Birh Year
3. Firs Name + Las Name + Phone Number (rare bu highly reliable)

Sascal Validaon
Based on acual name disribuon daa rom Arizona's ull voer roll (populaon 6,851,732), sascal

analysis predics approximaely 680 alse posives using Mehod 1, 25 alse posives using Mehod 2,

and less han 1 alse posive using Mehod 3. These esmaes are derived rom he observed requency

o 459,773 unique las names and 185,011 unique rs names in he populaon, accounng or an 80-

year span o birh years. Mehod 3, while mos accurae, is limied by phone number availabiliy in voer

records.

Findings (Clone records)
The number o clone regisraons ound ar exceeds sascal expecaons. Agains an expeced 680

alse posives or Mehod 1, we ound 1,176,645 maches. Mehod 2, wih an expeced 25 alse

posives, ound 691,109 maches. Mehod 3, wih less han 1 expeced alse posive, ound 67,464

maches. The oal unique maches across all mehods (1,181,058) yields a minimum esmae o

590,529 clone regisraons (8.62% o regisered voers), afer accounng or he original records needed

o generae each mach. Even wih conservave esmaes o alse posives (under 1,000 oal across all

mehods), he impac on hese ndings is sascally negligible (Table 1).

Table 1 Clone counts by match method

Analysis o regisraon daes shows expeced spikes in presidenal elecon years (shaded: 1992, 1996,

2000, 2004, 2008, 2012, 2016, 2020), wih peak clone regisraons reaching 71,984 in 2008 and 93,356

in 2016. The daa reveals wo disnc paterns. A seady increase in boh oal volume and percenage o

clone regisraons rom 1990 (14.75%) o 2012 (23.27%) A sharp decline afer 2020, wih clone

percenages dropping rom 11.17% o 7.62% in 2024



Pre-1990 regisraons show 79,832 clones (15.20%). During 1990-2004, clone percenages remained

stable at 15-18%. Afer Arizona implemened HAVA (Help America Voe Ac) in 2004, clone percenages

climbed seadily, peaking a 24.17% in 2010. This suggess HAVA's ID requiremens paradoxically made it

easier to create clone regisraons (Table 2).

Table 2 Clones by year o regisraon, Arizona

While only 47.25% o idened clone records remain acve, heir connued presence in voer rolls is

problemac regardless o saus. Even i Arizona auhories idened and deacvaed hese duplicaes,

heir mere creaon violaes elecon law. The presence o over hal a million acve clone records

(558,052), combined wih evidence hamany deacvaed clones were previously acve or mulple

years, suggess sysemac regisraon issues ha cancellaon alone doesn' address. Mainaining hese

records in he sysem, even when deacvaed, creaes unnecessary vulnerabiliy since saus changes

require only simple daabase updaes.

Algorihms
Arizona uses wo voer ID ormas: 8-digi Regisraon IDs (RID) and 10-digi VRAZ Voer IDs. While all

records have RIDs, VRAZ IDs are only presen in 3,611,351 o 4,868,993 oal records.

VRAZ IDs begin wih a wo-digi couny code, assigned alphabecally (01=Apache hrough 15=Yuma).
However, Maricopa and Pima counes use "M" and "P" prexes respecvely, insead o heir
alphabecal codes (08 and 11), despie having sucien number ranges available in he sandard orma.
The number ranges unused by Maricopa and Pima, have no been assigned o any oher counes (Table
3).



Table 3 Arizona RID and VRAZ ID county ranges, sorted by RID

Counes are assigned sequenal RID ranges wih minimal gaps beween hem. Each couny also has a

dedicaed VRAZ number range, idened by eiher numeric prexes or 'M'/'P' or Maricopa and Pima.

While boh numbering sysems connue o be mainained in parallel, records creaed afer 2018 (RIDs

above 27,040,839) are assigned only RID numbers, no VRAZ numbers.

The placemen o unresriced IDs afer range-limited ones, and the out-o-sequence Maricopa and Pima

ranges, obscures he couny range srucure. While daabase users may know abou couny-encoded

VRAZ prexes, his inormaon isn' public. Since he algorihms operae on original ID ranges raher

han curren couny lisngs, moved voers' records urher mask hese paterns.

Preliminary resuls
Voer regisraon records ypically show correlaed progression o ID numbers and regisraon daes. For

example, Faireld Couny, OH mainained consan SID numbers unl a sysem change (around CID

170,000), afer which SID numbers increased seadily wih CIDs (Figure 1).

Figure 1 Fairfield Couny, Ohio, scaterplo CID and SID numbers show correlaon over me



Scaterplos

Scaterplos o Arizona's 15 counes reveal non-sandard ID assignmen paterns. While Apache Couny
(Figure 2) shows a general ascending rend similar o Faireld Couny, OH, i conains several anomalies:

• A main diagonal line wih regular progression
• A disnc vercal column o scatered poins midway
• An isolaed horizonal block o records
• An abrup patern change in he nal quarer o records

These eaures sugges deliberae complexiy raher han naural regisraon progression or sysem
updaes.

Figure 2 Apache Couny, AZ scaterplo (X: VRAZ, Y: RID)

A closeup o Apache Couny's scaterplo (Figure 3) reveals complex paterns hidden in he apparenly

linear progression. Raher han sequenal assignmen, he ID numbers orm disnc clusered segmens.

Boh VRAZ and Regisraon IDs show overlapping ranges, wih mulple VRAZ numbers corresponding o

similar RID ranges and vice versa. This srucured dispersal appears inenonal raher han random.



Figure 3 Apace Couny, AZ scaterplo closeup view, (X: VRAZ, Y: RID)

Random daabase aracs or independen ID assignmens would show irregular scatering or simple

linear relaonships. Insead, we see mahemacally precise clusering wih regular spacing and

consisen segmen sizes. These paterns repea across dieren ID ranges and mainain heir srucure

despie overlapping assignmens. Such geomeric regulariy requires deliberae coordinaon beween

he wo ID sysems.

Unlike oher counes wih single ranges, Maricopa has hree disnc RID ranges - appearing rs, hird,
and seveneenh in he sequence o seveneen oal ranges. Each range shows unique characeriscs,
warranng separae analysis.

The rs range (Figure 4), shows srucured paterns similar o Apache Couny, bu runcaed. The overlay
grid reveals:

• Uniorm block widhs in VRAZ numbers (X-axis)
• Regular subdivisions: each block quartered in both dimensions
• Consisen RID spacing (Y-axis), despie a narrower range han VRAZ



Figure 4Maricopa Couny, AZ, Tranche 1, wih overlay. (X: VRAZ, Y: RID)

A close-up oMaricopa's rs block reveals an inricae, inerwoven srucure o ID assignmens (Figure

5), The patern shows:

• Mulple parallel diagonal srands ha cross and inerleave

• Regular spacing beween srands, creang a braided appearance

• Consisen angles and disances in he crossings

• Precise coordinaon beween VRAZ and RID progressions

Figure 5Maricopa Couny, AZ, "braided" patern in ID number close-up

A rank analysis o hese numbers reveals a deliberae patern in how VRAZ and RID numbers correspond.

When sored by RID, he relaonship beween VRAZ and RID ranks ollows a precise mahemacal

sequence:



The block is divided ino secons labeled a-d (Figure 6), each conaining 8 groups o 1,000 numbers.

While RID ranks progress sequenally upward (Y-axis), VRAZ ranks (X-axis) ollow a cyclic patern:

Firs rank pair: 4X/1Y

Second rank pair: 1X/2Y

Third rank pair: 2X/3Y

Fourh rank pair: 3X/4Y

This sequence repeas vercally hrough each block, creang he characerisc braided patern. A

sandard ID assignmen would show maching or nearly maching ranks; his patern shows inenonal

mahemacal redisribuon.

Figure 6 Close-up Maricopa Couny, rank value analysis (X: VRAZ, Y: RID)

The 'Braid' algorihm shares key eaures wih New York's 'Shingle' algorihm (Figure 7) hough hey dier

in execuon. Boh use cyclic permuaon and slope-aligned clusering, bu he Shingle (ound in

~700,000 o New York's 21.5M records) shows a looser, more sepped patern compared o he Braid's

gh inerweaving. Their srucural similaries sugges relaed design principles despie disnc

implemenaons.



Figure 7 Nassau Couny, NY, Shingle algorihm secon close-up (X: Couny ID, Y: Sae ID)

Maricopa's second tranche (Figure 8) combines wo disnc paterns: he Braid algorihm seen in he

scatered diagonal secons, and a dense block patern similar o New York's 'Meronome' algorihm. The

block patern lls he coordinae space by disribung ID numbers across he ull range o boh axes, like

a graphics program's ood ll. This approach requires disconnecng ID assignmens rom regisraon

daes and risks number collisions by using he enre range o one axis or each sep o he oher.

Figure 8Maricopa Couny, Second Tranche, medium zoom (X: VRAZ, Y: RID)

A close-up view o he seemingly solid block reveals he Meronome's rue srucure (Figure 9) Rather

han complee coverage, i creaes a precise scater patern wih deliberae spacing beween poins. The

disribuon suggess a mahemacal ormula using roaed coordinae ses, creang wha appears o be

pseudo-random bu geomerically conrolled gaps hroughou he number space.



Figure 9Maricopa Couny, Second Tranche, closeup (X: VRAZ, Y: RID)

The Maricopa sysem employs wo sophiscaed mahemacal paterns ha share a concerning

characerisc: boh add unnecessary complexiy o wha should be simple sequenal ID assignmens.

The 'Braid' patern uses cyclic permuaon o inerweave ID sequences, while the Metronome-like

patern creaes precisely conrolled pseudo-random disribuons similar o hose used in compuer

graphics algorihms.

Neiher patern serves any legimae adminisrave purpose. Voer regisraon IDs should be:

• Sequenal or near-sequenal

• Traceable o regisraon order

• Simple to audit

• Free rom unnecessary complexiy

Insead, boh paterns appear designed o obscure relaonships beween records while mainaining

plausible deniabiliy hrough mahemacal precision. This level o algorihmic sophiscaon in ID

assignmen acvely works agains daabase ransparency and audiabiliy.

These algorihmic ransorms beween VRAZ and RID numbers eecvely creae a cover daa channel.

When one se o numbers is mapped o anoher hrough complex paterns (like he "Braid" or

"Meronome" algorihms), he mapping isel can encode addional inormaon. For example:

1. The posion o an ID wihin hese paterns (which srand o he braid, which quadran o he
block) becomes an implici atribue o ha record.

2. Since hese posions ollow precise mahemacal sequences (like he 4-1-2-3 cyclic permuaon
seen in Maricopa Couny), hey can be used o sysemacally ag or caegorize records wihou
adding visible daabase elds.

3. This hidden caegorizaon persiss even when records are moved or modied, since i's
embedded in he relaonship beween he wo ID numbers raher han sored as explici daa.

This capabiliy or cover record agging becomes parcularly concerning given he presence o over
590,000 clone records and 476,000 quesonably acve records - as hese could be sysemacally racked
and managed hrough heir posions wihin hese algorihmic paterns.



The appearance o similar patern elemens across all Arizona counes - including vercal breaks, dense

blocks, and coordinaed patern shifs - indicaes hese algorihms were implemened a he sae level

raher han developed independenly by counes. Such consisency in unnecessary complexiy across

jurisdicons suggess cenralized conrol o ID assignmenmehods.

Complex ID Assignmen Sysems and Hidden Records

Daabase ID sysems ypically use simple sequenal numbering unless specic requiremens demand
more complexiy. In voer regisraon daabases, sequenal ID numbers provide ransparency and easy
auding.

The presence o an unnecessarily complex ID sysem suggess a need o coverly manage signican
numbers o records. This relaonship appears in pracce: New York and Wisconsin, wih an esmaed 2
million and 500,000 illegal duplicae regisraons respecvely, boh use complex ID sysems. Arizona's
esmaed 590,529 clones (8.62% o 6.85M records) and is sophiscaed ID algorihms sugges he same
patern - complex ID sysems correlang wih illegal excess regisraons.

Non-vong acve records

I a voer misses boh he 2020 and 2022 ederal general elecons (marking wo consecuve ederal
elecon cycles wih no acviy), hey should be marked inacve and sen a noce afer he 2022
elecon.

O Arizona's 4.3 million acve records, 1.1 million show no vong acviy in any elecon rom 2020-
2024, including boh ederal general elecons (November 2020 and November 2022). While 633K o
hese were regisered afer 2019, he remaining 476K records show no acviy across all lised elecons
and were regisered beore 2020. These records should have been marked inacve afer he November
2022 elecon, ye remain lised as acve. This represens a clear deviaon rom sauory requiremens
or mainaining voer roll accuracy. The persisence o hese records hrough hree elecon cycles raises
quesons abou lismainenance procedures.

Comments
While benign explanaons are possible, Arizona's daabase pracces signicanly deviae rom indusry

sandards. Privacy and securiy canno jusy hese complex ID sysems - he Naonal Voer Regisraon

Act (1993) requires public access o all voer roll daa. Any atemp o obscure or proec inormaon

hrough complex ID assignmen violaes hese public disclosure requiremens.

Daabase adminisraon pracces also ail o explain he observed paterns. While sysem evoluon,

adminisrave eciency, backup sysems, or mul-oce processing migh jusy some complexiy, hey

canno accoun or:

• Sophiscaed mahemacal relaonships beween VRAZ and RID numbers

• Deliberae cyclic permuaon (4,1,2,3) and pseudo-random disribuon

• Consisen patern mainenance across all counes

• Violaon o daabase bes pracces



The precision and complexiy o hese paterns, parcularly he Braid and Meronome algorihms,

sugges deliberae design raher han adminisrave convenience.

This sudy o Arizona's voer rolls reveals evidence omulple ID number assignmen algorihms. These

appear overly complex, poenally enabling daa segregaon and hidden atribue assignmen. The

presence o 475,946 apparenly inacve records or 5 or more years exceeds normal error rates or

accepable adminisrave sandards. Such a large number o problemac records could poenally

impac elecon oucomes imanipulaed. The presence o an esmaed 590,529 cloned records

represents an addional and unnecessary risk o elecon inegriy in Arizona.

These ndings sugges poenally problemac managemen o Arizona's voer roll records. The

algorihm's use creaes a hidden classicaon sysem or daa segregaon, posing a securiy risk. The

high number o quesonable records exacerbaes his risk, as hey could be arges or voer roll misuse -

a concern recently realized when Wisconsin mailed absentee ballots o inacve voters.

Arizona should invesgae:

• When and by whom he algorihm was inroduced
• Is inended purpose
• Associated costs
• Prior awareness among ocials
• The presence o clone records

Addionally, Arizona should consider removing all excess (clone) records and those incorrecly marked as
acve. Reaining unusable vong records serves no legimae purpose. I preserving voer hisory is a
concern, hese records could be archived separaely rom he acve rolls.

These ndings sugges poenal sysemic issues in voer roll managemen and warran urher

invesgaon.
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Appendix
Scaterplos or all 15 Arizona counes, in alphabecal order:













i This was ound by researcher Vico Berogli, o Pennsylvania


