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Inroducon
This invesgaon o Georgia’s voer rolls was promped by research I have conduced in oher saes ha

has ound:

New York: An esmaed 2 million illegal "clone" records, along wih our unusually complex and well-

hidden algorihms used in ID assignmen. These algorihms can predic voer saus, ideny clones,

reveal deleed SIDs, and add hidden atribues o records (Paquete 2023).

New Jersey: An encoded idencaon sysem ha ransorms and reverses ID numbers, poenally

allowing cover record idencaon (Paquete, in press).

Arizona: Approximaely 500,000 clone records, and wo ID number assignmen algorihms. The rs is

similar o an algorihm ound in NY, and he second appears o be idencal o one o NY’s 4 algorihms.

Pennsylvania: ID numbers grouped by las digi prior o mapping o sae ID creaes added daa channels

or poenally hidden atribues and record racking.

Ohio and Texas: Hidden atribues in voer records enable cover racking in populous counes.

Hawaiii: A agging mechanism on UUID numbers segregaed ~10% o records, which have since been

deleed.

These ndings sugges he possibiliy o hidden atribues in voer roll daa elds, parcularly in unique

ideners like Sae ID (SID), Couny ID (CID), and Legacy ID (LID) numbers.

A undamenal rule o daabase managemen is ha all daa should be ransparen, raceable, and used

only or is inended purpose. The algorihms ound in various sae daabases violae his rule by

inroducing wha amouns o undocumened atribues ino he daabase. This makes i unraceable by

normal means and can enable manipulaons ha violae he inended purpose o he daabases.

This analysis is based on a version o Georgia’s voer rolls daed Ocober 9, 2024.

This preliminary repor seeks o ideny:

1. Paterns in ID number assignmens ha could encode addional inormaon hrough:
o Algorihmic segregaon o number ranges
o Sysemac caegorizaon
o Predicable sequences

2. Wheher such paterns, i ound, go beyond sandard ID assignmenmehods
3. Irregular records in sucien quanes o jusy cover racking



Noe: While all ID sysems use algorihms, his analysis ocuses on deecng unusually complex mehods
ha could be used o embed or organize inormaon wihin he ID srucure isel.

While me consrains preven a ull soluon o any algorihms ound (unlike in NY), heir presence and

capabilies can be demonsraed wihou complee reversal.

Inial resuls reveal enough poenal cloned records in Georgia's curren daabase o jusy he use o

an ID number indexing algorihm. All o Georgia's 159 counes employ a complex algorihm o assign

Regisraon ID (RID) numbers.

Daa Sources and Processing

Daabase Files
Daa was obained rom a copy o he Georgia Sae Board o Elecons voer regisraon daabase,

conaining 7,219,904 records as o 10/8/2024. O Georgia's 159 counes, deailed analysis ocused on

he our mos populous: Cobb, DeKalb, Fulon, and Gwinnet Counes. Approximaely 60 addional

counes were examined in less deail, while saewide paterns were analyzed across all counes

regardless o individual couny examinaon level.

Clone Records

Clone/Duplicae disncon
Duplicaes are records idencal in all elds. The "Original" is he rs record in any maching group, while

"Duplicaes" are addional idencal records o be deleed.

Cloned records, like biological clones, can dier rom heir original ye share core idenying rais. While

clones may vary in many elds, hey share enough personal idenying inormaon (PII) o srongly

indicae hey represen he same person. Each clone has is own voer ID number, allowing i o uncon

independenly in he vong sysem. Under HAVA Secon 303(a)(1)(A), each voer should have only one

"unique idener" in he sae sysem. Having mulple voer IDs or he same person creaes illegal

mulple regisraons ha can be used independenly, unlike harmless duplicae records.

Legal Conex
New York law esablishes a specic mehod o preven he creaon o duplicae records: regisraon

applicaons mus be checked agains exisng records using rs name, las name, and dae o birh.

When hese mach, urher vericaon using driver's license or las our SSN digis is required. I one o

hese also mach, processing a new regisraon wih a dieren voer ID would violae ederal and sae

law. While his maching proocol is designed o preven duplicae records, i would also preven clones.

The presence o numerous clones in sae daabases indicaes non-compliance wih hese requiremens.

Clone Deecon Mehodology

Georgia's voer daabase provides birh year (no ull birh dae) or maching voer records. Three
maching mehods were used o ideny clone regisraons:

1. Firs Name + Las Name + Birh Year
2. Firs Name + Las Name + Middle Inial + Birh Year



Sascal Validaon
Based on name disribuon analysis rom a comparable sae daabase (Arizona, populaon 6,851,732),

and given Georgia's similar voer roll size o 7,219,904, we can esmae approximaely 715-720 alse

posives using Mehod 1 (Las+Firs+Birh Year), and 26-27 alse posives using Mehod 2 (adding

middle inial). These projecons are scaled rom Arizona's observed requency o 459,773 unique las

names and 185,011 unique rs names across an 80-year span o birh years, wih Georgia's slighly

larger populaon suggesng marginally higher alse posive raes.

Findings (Clone records)
The number o clone regisraons ound ar exceeds sascal expecaons. Agains an expeced 680

alse posives or Mehod 1, we ound 1,176,645 maches. Mehod 2, wih an expeced 25 alse

posives, ound 691,109 maches. O parcular concern, 856,292 o he LF-BY maches (87.5%) and

153,077 o he LFI-BY maches (86.7%) are in currenly acve regisraon saus, meaning boh he

original record and is associaed clone(s) are simulaneously acve. Even wih conservave esmaes o

alse posives (under 1,000 oal across all mehods), he impac on hese ndings is sascally

negligible (Table 1).

Table 1 Clone couns by mach mehod and saus

Analysis o regisraon daes shows expeced spikes in presidenal elecon years (shaded: 1992, 1996,

2000, 2004, 2008, 2012, 2016, 2020), wih peak clone regisraons reaching 44,785 in 2020 and 30,959

in 2016. The daa reveals wo disnc paterns: remarkable sabiliy rom pre-1990 hrough 2008

(mainaining 7.60-8.53%), ollowed by a seady decline rom 2009 onwards, reaching 5.86% in 2024.

While Arizona showed an increase in clone percenages rom 1990 (14.75%) o a 2010 peak (24.17%)

ollowed by sharp decline, Georgia's patern reveals a more gradual, consisen decrease. Noe: Clone

couns and percenages represen hal o he oal maches ound, accounng or he original record

needed o generae each clone, hus avoiding double-counng omach pairs (Table 2).

Table 2 Clones by year o regisraon, Georgia



A crical nding is ha 87.5% o idened clone pairs (856,292 LF-BY maches) remain simulaneously

acve in voer rolls. Unlike ypical duplicae regisraons where one record is usually inacve, hese pairs

mainain concurren acve saus. While deacvaon could address some risk, he creaon o hese

clones violaes elecon law, and heir mainenance in he sysem - even i deacvaed - leaves

unnecessary vulnerabilies due o he ease o saus changes.

Algorihms

Georgia assigns unique voer Regisraon IDs (RIDs) consisng o 8 digis. Analysis reveals a complex
sysem where counes are allocaed mulple, overlapping ranges o RID numbers. Unlike saes such as
NY, PA, and AZ, which assign discree ranges o counes, Georgia's sysem shows sophiscaed paterns
o range allocaon and usage across is 159 counes. This complexiy is parcularly eviden in he
simulaneous use omulple ranges wihin each couny, and he way new ranges are sysemacally
acvaed over me while mainaining acviy in earlier ranges (Table 3).

Table 3 Georgia ID number overlap, by couny (noe ha hese are all 8 digi numbers wih leading zeroes omited)

Preliminary resuls
Voer regisraon records ypically show correlaed progression o ID numbers and regisraon daes. For

example, Faireld Couny, OH mainained consan SID numbers unl a sysem change (around CID

170,000), afer which SID numbers increased seadily wih CIDs (Figure 1).



 

Figure 1 Fairfeld Couny, Ohio, scaterplo CID and SID numbers show correlaon over me

Scaterplos
Scaterplos o Georgia's mos populous 4 counes reveal non-sandard ID assignmen paterns.

Gwinnet Couny (Figure 2), represenave o paterns ound across oher examined counes, shows a

general ascending rend bu conains several noable anomalies:

• Mulple concurren ranges being acvely used (eviden in vercal sacking o poins)

• Clear 'sairsep' progression ino new ID ranges while mainaining acviy in lower ranges

• Disnc boundary gaps (noably around 9-10M and 14-15M ranges)

• Sharp vercal jumps o new ranges (parcularly visible in 15-18M range)

• Connuous acviy in lower ranges (2-8M) even as higher ranges become acve

These paterns, parcularly he simulaneous use omulple ranges and sysemac progression o new

ranges while mainaining old ones, sugges engineered complexiy raher han naural regisraon

progression or roune sysem updaes. 

Figure 2 Gwinnet Couny, GA scaterplo (X: Reg Dae, Y: RID)



Analysis o RID assignmens by range and year (Figure 3) reveals a sysemac patern where he same

number ranges are ulized or new regisraons across all years. For example, 2016 regisraons span

ranges rom 1-12M, similar o oher years, raher han using a sequenal block o numbers. The

disribuon o records wihin each range shows remarkable consisency - he 1-1M range varies only

beween 141-311 regisraons per year, 2-3M beween 753-2,109, and similar bounded variaons in

oher ranges.

Figure 3 Overlapping ID ranges compared by dae

Noable eaures include he complee absence o assignmens in he 9-10M and 19-20M ranges, clear

'sairsep' progression hrough higher ranges (visible in he diagonal patern rom 11-14M across 2016-

2022), and consisen use o lower ranges hroughou. This consrained variaon wihin ranges,

combined wih he dispersal o conemporaneous regisraons across mulple ranges and precise

avoidance o duplicae assignmens, suggess a sophiscaed algorihmic disribuon conrolling boh

range ulizaon and volume allocaon.

A scater plo o all Georgia regisraons rom 10/8/2024 (Figure 4) demonsraes how regisraon IDs

are disribued across mulple ranges wihin a single day. The plo reveals sysemac clusering a

several disnc levels (noably around 12-13M, 15-17M, and 18M), wih consisen spacing beween

clusers. These records, spread across 80 counes, show clear overlapping range usage - mulple

counes receiving IDs rom he same ranges simulaneously. The vercal sacking o poins a similar ID

ranges bu dieren record couns illusraes how he same ranges are shared across dieren counes

during concurren regisraon acviy.



Figure 4 All regisraons or he day 10/8/2024

Georgia's voer regisraon sysem employs a sophiscaed algorihmic patern ha adds unnecessary

complexiy o wha should be simple sequenal ID assignmens.

Voer regisraon IDs should be:

• Sequenal or near-sequenal

• Traceable o regisraon order

• Simple o audi

• Free rom unnecessary complexiy

Insead, he patern mainains mahemacal precision while obscuring simple relaonships beween

records. The coordinaed range allocaon across counes, combined wih consisen volume disribuon

and sysemac progression hrough ranges, suggess cenralized conrol o ID assignmen raher han

independen couny-level implemenaon. This algorihmic sophiscaon acvely works agains

daabase ransparency and audiabiliy, while he embedded paterns could enable sysemac

caegorizaon or racking hrough ID number placemen wihin specic ranges.

Complex ID Assignmen Sysems and Hidden Records

Daabase ID sysems ypically use simple sequenal numbering unless specic requiremens demand
more complexiy. In voer regisraon daabases, sequenal ID numbers provide ransparency and easy
auding.

The presence o an unnecessarily complex ID sysem suggess a need o coverly manage signican
numbers o records. This relaonship appears in pracce: New York and Wisconsin, wih an esmaed 2
million and 500,000 illegal duplicae regisraons respecvely, boh use complex ID sysems. Georgia's
daa reveals a similar patern - a sophiscaed algorihmic ID disribuon sysem correlang wih
approximaely 489,560 clone regisraons (6.78% o 7.22M records). This repeang relaonship
beween complex ID sysems and signican numbers o duplicae regisraons suggess he sysems'
complexiy serves a specic, i concerning, purpose.



Commens
While benign explanaons are possible, Georgia's daabase pracces signicanly deviae rom indusry

sandards. Privacy and securiy canno jusy hese complex ID sysems - he Naonal Voer Regisraon

Ac (1993) requires public access o all voer roll daa. Any atemp o obscure or proec inormaon

hrough complex ID assignmen violaes hese public disclosure requiremens.

Daabase adminisraon pracces also ail o explain he observed paterns. While sysem evoluon,

adminisrave eciency, backup sysems, or mul-oce processing migh jusy some complexiy, hey

canno accoun or:

• Sophiscaed mahemacal relaonships beween RID number ranges and regisraon daes

• Consisen patern mainenance across all counes

• Violaon o daabase bes pracces

The precision and complexiy o he RID assignmen algorihm suggess deliberae design raher han

adminisrave convenience.

The presence o an esmaed 489,560 cloned records represens an addional and unnecessary risk o

elecon inegriy in Georgia.

These ndings sugges poenally problemac managemen o Georgia's voer roll records. The

algorihm's use creaes a hidden classicaon sysem or daa segregaon, posing a securiy risk. The

high number o quesonable records exacerbaes his risk, as hey could be arges or voer roll misuse -

a concern recenly realized when Wisconsin mailed absenee ballos o inacve voers.

Georgia should invesgae:

• When and by whom he algorihm was inroduced
• Is inended purpose
• Associaed coss
• Prior awareness among ocials
• The presence o clone records

Addionally, Georgia should consider removing all excess (clone) records and hose incorrecly marked
as acve. Reaining unusable vong records serves no legimae purpose. I preserving voer hisory is a
concern, hese records could be archived separaely rom he acve rolls.

These ndings sugges poenal sysemic issues in voer roll managemen and warran urher

invesgaon.
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i This was ound by researcher Vico Berogli, o Pennsylvania


