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Im & prefiminary report submitied o the Cshio Secretary of Siate and ibe Ohio Atlomcy General
on  Monday, Scplember 16, 2024, Amdrew Pagueite, PR, has identified a comples
crypsographic algorithm embedded in the voter udentificatson numbers of three counties in the
Ohae State Board of Elections voler registration thal he believes were designed “for the purpose
of covert doia manipulation.” In his 21-page heavily illusirsied naibematical anolysis, Pagoetie
kas found that an algorshmic scheme based on modular mathematics was employed, likely
unbeknownst g Ohie State Boand of Election officaals, o determine the assignment of voier
sdemtificatbon { ID) nambsers in three Ohie counties: Franklin, Lucas, and Monigonsery.

Pagqueste explained the principal question of his investigation in Ohioc "Do Ohio's voler rolls
exhibat evidence of algorthmee manpulubion for covert tagging or selective data obstruction?
Paguetie answered both questions in the atfirmative, He stressed: "For this paper, the ssue isn'
whether ‘algorthims’ were used 10 assign o modify Ohae voter roll wentification mumbers.
Literally, they were, The real issue i5s whetber the algonthms used were unnecessanly complex,
performed hidden or mexplicable tasks, or exhibir any unusual characternstics.”

The "Modulus 87 Secret Algorithin Surreptitious!y Embedded in the Olio State Board of
Election Yoter Registration Datnhase

Paguette discovered that o moedulor algomthm encrypiion scheme vwas embedded in the 1D
eumbering in Franklin, Locas, and Monsigomery counties by first finding a pastern where 1D
mumbers were incrementing unususlly by “gaps” divisible by K, such that the following 10
assigned was +8 the previous, with gaps of B, 16, and 24, sach that 1D number 271s incrensented
pext 1o 1D aumber 35 (+8 from 27), nexst o 43 (8 from 35), next 1o 51 (+8 Froem 43), bo 59 (+8
from 51}, The arithmetic algonthm then assigns the following nmemhers m an offset fram 1D 39 w
1D &5 (+6 from 59) before reverting W0 ancther sequence of +8 offsels. Onginally, Paguetle
called the algonthm the “octagon™ before realizing he was dealing with modular anthmetic -—a
realization thal caused Paquene to relabel ihe algorithm *Modubus 8.°

Modulus arithasetic, developed by Carl Friedrich Gass in his 1801 book (Mg
(ritfumedicar, 15 "a sysiem for mbegers, where numbers “wrap wrownd, when reaching & ceriain
value, called  the  meshalys.” Modulss algorithms are commonly used by professional
crypiographers, useful m creating rénumbermg schemes emploving well-Enown codes such as

code cmbedded surmeptitivusly mto the New York Beard of Elections veler registration detabase).

In his continuing study of algorithms secretly embedded in what appears 1o be a large number of

the state board of election official voter regestration database, Poguette has identified what appear
e be encryption schemes of intelligence agency complexiny thar resemble  well-keown



algorthmie ciphers known to those who mark cards to stack the deck in favor of the house. In
classic card marking crvptography, the first step mvolves shuffling the deck of cards. The point is
that marked cards cannot be inserted o a fresh deck dehivered from the manulacturer.
Manufacturer's cards come in boxes wrapped in cellophane, arranged from the highest card in the
highest sut to the lowest card in the lowest sut. Marked cards inserted into a fresh deck from the
manufacturer would be easily recognized as cards out of order. By shuffling the deck, the cards
appear in random order-—perfectly arranged to hide the placement of marked cards.

The natural order of assigning vower 1Ds involves making the voter 1D number a function of the
registration date. The chronological order would be sequenced by one for each subsequent voter
registrant and each subsequent voter ID. In Franklin, Lucas, and Montgomery Counties in Ohio,
*Modulus 87 assigns voter 1D numbers without regard to registration date. In New York,
Paquette discovered another numbenng scheme involving ‘repunits™—strings of *1" such as 1, 11,
ILE, 1001, 10011 This scheme allows for incrementing from one 1D o the next using these
repunit values, As a result, voter records not in chronological order of registration date can be
inserted between voler records that are in chronological sequence, This reordering scheme is
similar 1o shuffling the deck of cards in that "voter records™ for "non-existent™ volers can be
inserted into the Ohio State Board of Election voter 1D list without being obvious. The whole
poant of the algorithmice aleration of the Ohio State Board of Election voter 1D List in Franklin,
Lucas, and Montgomery Counties in Ohio 15 to get legitimate state voter [D numbers for "non-
existent voters.”

The next step criminals encoding a state board of election voter registration database accomplish
15 w0 hide these "non-existent voters™ into the voter registration list with secrel locations
(Algorithm Location 1Ds) known only 1o the crimunals, These "non-existent voters™ can be
activated to request mail-in ballots as needed. When the mail-in ballots are run through counting
machines, the voter 1D number on the outside page matches the legiimate voter 11} number
assigned to the "non-existent voler” such that the vote 15 certifiable because the 1D numbers
match, even though the voter is fictitious. In other words, the entire point of criminally
encrypting a state board of clections voler registration list is o obtain legitimate state voter 1D
for voters whose records the cnnmunals have fabricated and hidden within the database.

That the “Modulus 8" algonthm is both complex, foreign o natural numbering and record
sequence schemes, and applied with intelligent design w ereate “hidden attributes™ Paguetie
makes clear in the following paragraph:

Lucas Coumty utilizes the Mod values differently. In Lucas. groups of numbers are
organized by Mod. For instance, CID numbers 168 through 1,038,968 (n=8,784} are all
Mod 0. The next 70,411 records are not grouped by Mod. After that, the next 13 groups
(n=49,238) each use¢ the same Mod, in this order; 5,0, 4, 3, 5,0, 3,0, 1, 4, 6, 3, (). In this
way, Lucas County has effectively created a way to mark these records as distinet from
others, This is called a hidden attribute. In this case, the hidden attribute is both the Mod
value and the fact that the numbers are clustered into groups based on Mod,



Suspicions Yoter Anomalies in the Ohio State Board of Election Yoter Registration List

Secondanly, Pagquette sought to leam "whether there 15 a sufficient number of suspicious records
to make using such an algonthm worthwhile.” Again, he answered in the affirmative. Paquette's
study began with a version of the Ohio Voter rolls generated shortly after 10/292020; another
version was downloaded on 8222024 to analyze the most current data. The 2020 database
contains 8,071,294 records. The 2024 database includes 7,995,785 records. The reduced number
of records in the more recent database likely reflects Ohio’s recent efforts to purge its rolls of
inactive or disqualified voters,

Paquetie noted that the 2020 and 2024 Ohio databases lack purged records. The 2024 database
wses "Active” and "Confirmation”™ for status designations, Notably, in this context, the
“confirmation” status doesnt equate 0 "purged” status in New York, as individuals with
confirmation status can still vote. This situation complicates algorithm analysis, suggesting that
ineligible records are entirely removed from the database rather than being marked as purged.
Paquette commented that this methodology "is likely to create large gaps in the data that can
impair discovery or understanding of algorithms used 1w assign voter 1D numbers.'

He detailed the following irregularities in the Ohio State Board of Election voter registrabion
database:

s Clones: 15,060 (2020 DB) and 15,720 (2024 DR)
"This is the total number of records with matching first/last names and birthdates, Some will
be coincidental matches of the same common name and birthdate, but these are typically very
small in number. In a state of Ohio’s size, we would conservatively expect no more than 500
such matches, representing 250 unique name/birthdate pairs,

"The actual number of records dentified as possible clones 15 much larger than the
expectation for coincidence, leading to the likelihood that the majority are genuine cloned
records. The number of unique name/birthdate pairs is about 7,500, which is enough to
determine the outcome of close elections.

"The query used to wentify the Ohio records 15 identical to the query descnbed in New York
clection law to wdentity potential duplicate registration applications. In New York, the query
found almost 1.5 million cloned records. The difference between the numbers found in Ohio
and Mew York can be partially explamed by the lack of purged records in Ohio’s system.
Mearly one-third of all records in NY are purged, thus increasing the size of the pool of
records available for search.”

* Fictitious registration date, 1/171900: 68983 (January 1™ registration dates, regardless of
yvear is 221,210 records)
"This date is a well-known stand-in for an unknown registration date. Several states admit
that dates like these (January 17 in even-numbered yvears in the remote past) are false. This
seems to deal with the problem of unknown dates, vet it introduces false information into the
database and 15 not consistent with competent database administration. Records like these
should be corrected or deleted. Data validation tools would prevent a registration with a date
like this from being made.
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"This false registration date can have a meaningful impact on election integrity because it i1s
impossible to determine whether the voter was legally registered to vote at the time he cast
voles in any prior election,”

#  Alissing Hegistration Date: 70,235
“A missing registration date 1s matenal because it 15 impossible to determine whether the
voter was quahbied to vote in any gmiven previous clection. Missing a registrahion date
makes the record incomplete, and incomplete records should not be processed.

"Any off-the-shelll database program would prevent this type of entry by using data
vahidation. It would also be able to highlight existing records that have date conflicts.”

¢ Registration spike in 2020
"It 1= normal for registration numbers to spike in presidential election years. However,
somme spikes are so large that they merit investigation, In Ohio state, there were 877,292
new registrations in 2020, This spike is 10.87% of all registrations for all years
combined. The nmine wvears comprsed of 2002-2020 account for 50.84% of all
registrations.

“In 2020, 19.39% of all Cuyahoga Coumnty registrations were created. In the nine vears
from 2012-2020, T3.38% of all registrations were generated, which means that the
preceding 111 years are responsible for less than 27% of Cuyahoga's total. This recent
increase does not take imto account deleted records over time, but these numbers remain

large regardless,

"These statistics are interesting though not illegal on their face. They may simply reflect
that Cuyahoga had the most successful voter registration campaign in Ohio history. Or, as
in MNew York, it may retlect the introduction of many false records in that year.”

The Ohio Board of Election does not disclose any program that may exist 1o venfy "voler
registrotion harvesting” in Cuyahoga County or with regard to mail-in votes. What appears
absent 15 an effort to conduct "field surveying™ to send election officials into the field make sure
that voters in Cuvahoga County {(or anvwhere else in Ohio) or concerning mail-in votes are
actual persons, with legitimate addresses, e, that they are actual citizens of Ohio of voling age,
or otherwise have a legal right 1o vote in Ohio. Given the extensive "vole harvesting” conducted
i Cuyahoga County, there may have been no necessity to deploy "Modulus 8" 1f the goal were
to get a large number of "non-existent persons” (1.e., including here persons with no legitimate
right to vote) a legitimate Ohio voter 11 issued by the Ohao State Board of Elections.

The point is that "non-existent voters” with legitimate Ohio state voter 1Ds {conferred by
hiding "non-cxistent voters™ into the Ohio State voter registration list through the use of
the “Modulus 8 algorithm) or through "vote harvesting” of " non-existent persons” could
he selected by the eriminals encryvpting the Ohio State Board of Elections voter registration
list to get votes by "non-existent persons”™ certified sufficiently to be counted as legitimate
voles, even in a recount.



Paquette concluded that the existence of the "Modulus 8" algorithm leads to the following
findings:

o  The existence ol an unusual, unnecessarly complex voter 1D system has been found in
three populous Ohio counties

s  The purpose of this system is questionable given its complexity and limited
implementation

= A thorough mmvestigation into the system's design, implementation, and current use is
warranted
The potential for this system to be used for voter data manipulation exists
Weighed against other possibilities, a plausible explanation is that the algorithms used to
create CID numbers in Franklin, Lucas, and Monigomery were designed for the purpose
of covert data mampulation

Under the Help America Vote Act (2002) requirements, embedding a secret cryptographic
algorithm into a state board of election voter registration database is prima facie evidence of
criminal activity. For this reason, we have reported the existence of the "Modulus 8" algorithm to
the Ohio Secretary of State and the Ohio Attomey General. We have no idea who placed the
"Modulus 8" algorithm in the database or why, At this point, we are secking discoverv, We are
concerned that a corrupted state board of election voter registration database cannot be used to
certify an election, any more than a casino proven to be using marked cards at the "21" table
cannot confirm any given person actually "lost” any given game of Blackjack.

Dr. Paguette has proven that similar cryptographic algorithms have been placed in other state
boards of election databases, Ohio 15 not the only example in which the secret algorithms have
been applied selectively, i.e.. in some counties and not others. Many Ohlio counties are rural,
relatively small, and filled with disproportionate numbers of conservative voters, such that a
sizeable mail-in vote for the Democrats in 2024 would be inherently suspicious.

Franklin County includes Columbus: Lucas County includes Toledo; Montgomery County
includes Dayvton; Cuyvahoga County includes Cleveland, Ohio's largest city. The other major
cities in Ohio include Akron, Canton, and Youngstown., Democratic voters in Ohio tend to be in
the metropolitan areas of a largely rural, Republican state.

Please go to God'sFiveStones.com. This is the 501(c)3 we have created to educate voters on
voler integrity issues to review complete information about algorithms being placed in the
state board of election websites, and in particular, regarding Dr. Pagquette's analvsis of New
York and Ohio.
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